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1. O6mue monoxkeHHst

1.1. Hactosmue mpaBuia, yCTaHaBIMBAIOLIUE MPOLEYPHI, HAPABIEHHBIE HA BHISBICHHE U
NpeNOoTBpalllcHHEe HApyIIEHUH 3aKoHoAaTenbeTBa Poccuiickoit @enepamyu B chepe mepcoHaNbHBIX
naHHelX (mamee — IlpaBuna) paspaGoraHel Ha ocHoBaHWM TpebGoBanuit TpymoBoro Komekca
Poccuiickoit ®@epepauun, DenepansHoro 3akoHa Poccuiickoit ®enepanum ot 27 wmrons 2006
Ne 152-@3 «O nepcoHanbHBIX JaHHBIX.

1.2. ensto IlpaBun sBisIeTCS ONpENETCHUE NpPOLEAYp, HANpPaBICHHEIX Ha BEBISBICHHE H
NpeJOTBpallleHAE HapyLIeHHH 3akoHohaTenbcTBa Poccuiickoit Penepaiyu B cdhepe mepcoHaTbHBIX
maagex B AHO JIIT1O «YUYEBHBIN HEHTP IEPCIIEKTHMBA-MHACC» (nanee — OpraHuzars,
OmnepaTtop). ‘

1.3. B Hactosamux [IpaBuiax UCIIONB3YIOTCS OCHOBHEIE MOHSTHS, ONPEIECIIEHHEIE B CTATHE 3
@enepansHoro 3axkoHa Poccuiickoit ®@enmepanuu ot 27.07.2006 Ne 152-@3 «O mepcoHaTBHBIX
JOAHHBIX».

2. IIponenypsl, HanpaB/IeHHbIe HA BbISIBJIEHHE H PeIOTBPallleHHe HAapyLIeHHi
3aKkoHoAaTebcTBa Poccuiickoit @enepanuu B cepe mepcoHATbHBIX JAHHBIX

2.1. O6paboTka NEpPCOHATBHBIX JAaHHBIX JOJDKHA OCYIIECTBIATBCS HA 3aKOHHOM M
CIIpaBEIIUBON OCHOBE.

2.2. OpraHu3zanys yCTaHaBIUBAET CIEAYIOIINE MPOLEAYPHl, HAPABICHHBIE HA BLISBICHHE U
IpeIOTBpallleHHe HapylIIeHHH 3akoHonaTenbcTBa Poccuiickoit Denepaimu B chepe MepcoHaNBHBIX
JNAaHHBIX:

1) wm3panue nokanbHBIX akToB OpraHu3anuu Mo BompocaM 00paboTKHM MepCOHATBHEIX
JIAHHBIX;

2) Ha3HAYEHUE JINIIA, OTBETCTBEHHOI'O 3a OpraHM3aliio o6paboTKU MepCOHATBHEIX JaHHEBIX;

3) ompexneneHue JUI, YIOJHOMOYEHHEIX Ha MOIydeHHue, o6paboTKy, XpaHeHue, mepenady u
mo60e APyroe UCIoNb30BaHNE NIEPCOHANBHBIX JaHHEIX B OpraHu3aiiy ¥ HECYIUX OTBETCTBEHHOCTh
B COOTBETCTBHHM C 3aKOHOJaTeNnbcTBOM Poccuiickoif @ezepalMu 3a HapylIeHHE PeXUMa 3allUTHI
5TUX NEPCOHAIBHBIX JaHHEBIX;

4) ompeneneHue nopsaka JocTyna paboTHHKOB OpraHuzalvy B MOMEMIEHUs, B KOTOPBIX
BeJeTcs 06paboTka MepCcOHABHEIX JaHHBIX;

5) o3HakomneHue paboTHUKOB OpraHW3alMd HEMOCPENCTBEHHO  OCYIIECTBIISIOLINX
00paboTKy NEepCOHANBHBIX [aHHBIX IIOA pOCHUCH [0 Hadana paboThl C  TOJIOKEHUSIMHU
3akoHoJatenbeTBa Poccuiickoit @enepanuu o nepcoHalbHBIX JaHHEIX, B TOM YHUCIE ¢ TPeOOBaHUSIMHU
K 3alldTe IEPCOHATBHBIX NaHHBIX, JOKyMEHTaMH, OIPENENAIOIINMH MOMUTHKY OpraHu3zaluu B
OTHOWIEHUH 00pabOTKU NMEPCOHANBHBEIX [NAHHBIX, JIOKAIBHEIMH aKTaMH TI0 BOIpocaM 00paboTKh
NEePCOHANBHBIX IaHHEIX, U (WIK) o0yueHHe yKa3aHHbIX pabOTHHUKOB;

6) MoTy4eHHe MePCOHATBHEIX JaHHBIX JIMUHO y CyOBEKTa MEPCOHABHEIX JaHHEIX, B Clydae
HeJieecniocoOHOCTH cyObeKTa NMepCOHATBbHBIX JaHHBIX cOrjacue Ha oOpaboTKy ero mepcoHalbHBIX:
JAHHBIX JTaeT 3aKOHHBIN MPeICTaBUTENb CyOBeKTa NePCOHANBHEIX JaHHEIX, B CIIy4ae BO3HUKHOBEHHS
HEe0OXOIMMOCTH NONY4EHHUS IePCOHANPHBIX JaHHBIX Y TpeThel cTOpoHEI OpraHu3anus U3Bemaet 0o
9TOM CyOBEKTa MEPCOHANILHBIX JaHHBIX 3apaHee, MOMy4aeT ero MUCHbMEHHOE COIlacue U coobimaer
eMy O LeNsX, MpernoiaraéMbIX UCTOYHHUKAX U cocobax MoTydeHUs NePCOHATBHEIX JaHHBIX;

7) ompenenenue yrpo3 0e30mMacHOCTH MEPCOHANBHBIX [JaHHBEIX TPH HX 00paboTke
B MH(OPMAIOHHEIX CHCTEMaxX IEPCOHATBHBIX JaHHEBIX;

8) mnpuMeHeHWe IPaBOBEIX, OPraHU3ALMOHHBIX U TEXHUYECKUX MeEp MO OOecrneueHHto
6€30macHOCTH NMEPCOHANBHBIX JaHHBIX; ,

9) onybnukoBanue Ha o¢uimansHOM caiite OpraHuzanmuu B HHPOPMAIHOHHO-
TEJIEKOMMYHUKAIHOHHON ceTH MHTEpHET NOKYMEHTOB, ONpENeNSIOMMX MONUTHKY OpraHu3anuu
B OTHOIIEHUH 0O6pabOTKU NMEPCOHANBHBIX JaHHBIX, CBEIEHUS O Pealn3yeMbIX TpeOOBaHUAX K 3aIlUTe
NEPCOHANBHEIX JaHHEBIX; '

10) npu ocyiiecTBIeHHH cOOpa MEPCOHANBHEIX IaHHBIX C HCIOIB30BaHHEeM HH(DOPMAI[HOHHO-
TEIEKOMMYHHKAllMOHHBIX ~ CeTeH, OmyONMKOBaHHWE B  COOTBETCTBYHOINEH  HHOOPMAIIMOHHO-
TeJIEKOMMYHHUKAIMOHHON CETH, B TOM YHUCIE Ha CTpaHuIax opuuuamsHOoro caiita OpraHu3anuu



B MH()OPMaLOHHO-TEIEKOMMYHHUKAIIMOHHO) ceTn HHTepHEeT, ¢ KCIONb30BAHMEM KOTOPOMH
OCyIIECTBISETCS CcOOp MEPCOHANBHBIX JAHHBIX, [JOKYMEHTa, ONPEIEISIOMEro  MOIUTHKY
Opranusauuy B OTHOIICHMHM OOpaOOTKM MNEPCOHATBHBIX IAaHHBIX, M CBEACHHS O peald3yeMbIX
TpeOOBaHMAX K 3alIUTE MEPCOHANBHBEIX NAHHBIX, a Takke obecredeHHe BO3MOKHOCTH JOCTYIA
K YKa3aHHOMY JIOKYMEHTY C MCIIOJBb30BAHMEM CPEICTB COOTBETCTBYIOIIEH HH(DOPMAIMOHHO-
TEJIEKOMMYHUKAIlUOHHON CETH;

11) ocymecTBieHHE BHYTPEHHETO KOHTPOJS COOTBETCTBHS 0OpaGOTKH MEPCOHANBHEIX
JanHelx  QenepanpHoMy 3akoHy Poccuiickoit ®@emepanuun ot 27.07.2006 Ne 152-®3
«O mepcoHaNBHBIX JaHHBIX» U MPHUHITHIM B COOTBETCTBUM C HUM JIOKATBHEIM HOPMATHBHEIM aKTaM,
TpeOOBaHMAM K 3all[UTE NEPCOHAIBHBIX JAaHHBIX, nonautuke OmepaTopa B OTHOWICHHWH 00paGoTKH
NIEPCOHABHBIX NaHHEIX, TOKATBHEIM akTaM OpraHu3aluu;

12) omneHka Bpena, KOTOpBIH MOKET OBITh NMPUYMHEH CYOBEKTaM MEPCOHATBHBIX IaHHBIX
B ciydae HapyueHus QepepanpHoro 3akoHa Poccuiickoit ®@epepanuu ot 27.07.2006 Ne 152-®3
«O mepcoHaNBHBIX JAaHHBIX», KOTOpas IPOU3BOAUTCA B COOTBETCTBHH C IpHKa30oM PockoMHamzopa
ot 27.10.2022 Ne 178 «O6 ytBepxknaenun TpeGoBaHHI K OIEHKE Bpena, KOTOPHEIA MOXKET OBITH
INpUYMHEH cyOBeKTaM IEepPCOHANBHBIX MJaHHBIX B Cilydae HapymeHuss @enepalbHOro 3akoHa
"O nepcoHaJBHEIX NAaHHEIX'», COOTHOILEHUE YKa3aHHOI'O Bpela U MPUHHMAEMBIX OMepaTopoM Mep,
HallpaBJICHHBIX Ha oOecredeHue BBINONHEHUS OOS3aHHOCTEH, NPeayCMOTPEHHBIX YKa3aHHBIM
@enepanbHEIM 3aKOHOM;

13) npuMeHeHHe NPOMISANINX B YCTAHOBICHHOM MOPSIAKE MPOLEAYPY OLEHKH COOTBETCTBHS
CpPEICTB 3allUTH HHPOpMAaLny;

14) onenka 5h¢EeKTHBHOCTH MPUHUMAEMBIX Mep MO obecnedeHmo 6e30MacHOCTH
NEPCOHANBHBIX JAHHBIX 10 BBOJAa B OKCIUIyaTalMi0 MHGOPMAIMOHHOM CHCTEMBI MEPCOHATBHEBIX
JaHHBIX;

15) yyer MalIMHHBIX HOCHUTEJNEH TePCOHANBHEIX JaHHBIX;

16) obHapyxeHHe (paKTOB HECAHKIMOHMPOBAHHOI'O JOCTYIAa K MEPCOHAJBHBIM JaHHBIM H
NPUHATHEM Mep, B TOM 4YHCIE Mep MO OOHApYKEHHIO, NPEAYNPEeKICHHI0O U JIMKBHUAAIMA
IOCJIEICTBUH KOMIIBIOTEPHEIX aTak Ha MH(OPMAIMOHHEIE CHCTEMBI NEPCOHATBHBIX JAHHBIX M IO
pearupoBaHUIO Ha KOMITBIOTEPHBIE HHIIU/ICHTH B HUX;

17) yBemominenue PockomHag3opa npu BeIiBIeHHH OnepatopoM, PockomHaa3opoM wuiw
UHBIM  3aUHTEPECOBaHHBIM JIMIOM (aKTa HENpaBOMEPHOM WM  ClydailiHOM  mepemadu
(mpemocTaBiIeHus], pacIpOCTPAHEHHUS) IEPCOHATBHEIX JaHHBIX (IOCTyIa K IePCOHATBHEIM IaHHbIM),
TIOBJIEKINIEN HapyIlIeHUe MpaB cyOBEeKTOB MIEPCOHANBHBIX JTaHHEIX;

18) B3ammopelicTBue omepatopa ¢ PockoMHaZ30poM B paMKax BeIEHHS DEecTp ydeTa
MHIUJECHTOB B 00ONacTH MEPCOHANBHBIX NaHHBIX, KOTOPOE OCYLIECTBIIAETCS B BHIC HANpPaBICHHUS
NEPBUYHOTO M JIONOJIHMTEIHHOIO YBEAOMJIEHHUS B COOTBETCTBHM C MPUKA30M PockoMHam3opa OT
14.11.2022 Ne 187 «O6 ytBepxnenun Ilopsnka u ycnoBuii BauMopeiicTeus @enepanbHON CITysKOBI
0 Hajg30py B cdepe CBiI3M, UHGOPMALMOHHBIX TEXHOJNOTHA W MACCOBBIX KOMMYHHKAIIHA
C OoTepaTopaMM B paMKaX BEACHHS peecTpa yueTa HHIUICHTOB B 00NIaCTH MEePCOHABHEIX JaHHEBIX Y,

19) ycraHoBNeHHWE MpaBWUI JOCTyNa K MEPCOHATBHBIM HaHHBIM, 0OpabaThIBaeMBIM
B MHGOPMAIMOHHOH cHcTeMe MepCOHabHBIX JaHHBIX, a TakKe 00eCIeYeHHEeM PErUCTPallii i yueTa
BCEX JEWCTBUH, COBEpIIAEMBIX C MEPCOHAJBHBIMU MaHHEIMH B HHGOPMAIHOHHOW CHCTEME
NEPCOHANILHBIX JaHHEIX;

20) KOHTpONb 3a NMPUHHUMAEMBIMU MepaMU 10 obecredeHH0 Oe30MacHOCTH MEPCOHATBHBIX
JAHHBIX W YPOBHS 3alUIIEHHOCTH HHPOPMAIIHOHHBIX CUCTEM MEPCOHATBHEIX JaHHEIX

21) ofecnedeHue B3aUMOJCHCTBHS C TOCYHAapCTBEHHOM cucTeMoil oOHapyKeHus,
NpexyNpexIeHUs U JUKBUJAIMY MTOCIEACTBI I KOMIBIOTEPHEBIX aTak Ha WHQOPMAIMOHHEIE PECYPCHI
Poccuiickoit @enepanum;

22) ofecrieyeHue JTAIHON OTBETCTBEHHOCTH PaGOTHUKOB, OCYIIECTBIISIOMUX 06paboTKy 160
HMCIOIIHUX NOCTYII K IIEPCOHAJIBHBIM JaHHEBIM §

23) opraHM3alUA PACCMOTPEHHUS 3allPpOCOB CYOBEKTOB MNEPCOHAIBHBIX AaHHBIX WIH HX
IPECTaBUTENEH U OTBETOB Ha TAKUE 3alIPOCHI;



24) OnokupoBaHHE, BHECEHME M3MEHEHUH W YHMYTOXKEHHE IIePCOHANBHBIX JAaHHBIX
B IIPETyCMOTPEHHBIX JEHCTBYIOINM 3aKOHOAATEIbCTBOM CITydasiX;

25) noATBEpXKIEHHE YHWUYTOXKEHWSA IIEPCOHANBHBIX JaHHBIX, KOTOpOE OCYMIECTBISETCS
B COOTBETCTBUM C TpeOOBaHUAMH, YCTAaHOBIEHHBEIMH IpuUKa3oM PockomHamsopa ot 28.10.2022
Ne 179 «O6 yrBepxnenun TpeOoBaHUH K OATBEPKICHUIO YHHUYTOXKEHHS NIEPCOHATBHBIX TaHHEIX);

26) omnoBemieHHE CyOBEKTOB NMEPCOHANBHBIX JAHHBIX B INPEIYCMOTPEHHEIX IEUCTBYIOIIAM
3aKOHOJATENBCTBOM CIIydasx;

27) paspicHeHHE IpaB CyOBEKTaM IEPCOHANBHBIX JaHHEIX B BOIpocax oOpaboTKd u
obecneueHus 6€30MaCHOCTU E€PCOHANIBHEIX JaHHBIX.

3. IIpouenypsl, HanpaBJieHHbIe HA YCTPaHEHHe MOCJIEeACTBHI HAPYIIeHH
3akoHoxaTesnbcTBa Poccniickoi @enepanuu B cepe nepcoHANBHBIX JAHHBIX

3.1. Opranuzauus ycTaHaBIUBAET CIEOYIOIIUE MPOLEAYPHI, HAIIPaBJICHHBIE HA YCTpPaHCHUE
MOCIIEICTBUN HapylleHUH 3akoHojaTenscTBa Poccuiickoit ®epepaiin B chepe mepcoHaITBHBIX
JAHHBIX:

1) mpekpameHue HempaBoMepHOH 06paboTKM NEPCOHANBHBIX IOAHHBIX WK oOecredeHHe
MpeKpalleHus HEeMpaBoOMepHOH oO0paboTKM MEepCOHANBHEIX [aHHEIX JIMIOM, AEHCTBYIOLUMM IO
nopydennio OpraHuzalid, B CJIy4ae BBIABIEHHS HENMPaBOMEPHOH 06pabOTKH INEPCOHATHHBIX
OAaHHBIX, ocyuiecTBasieMoil OpraHuzanuedl Wi JIMIOM, JEHCTBYIOLMM 10 TOPYYEHHIO
Opranmzanuu, OpraHu3anus, B CpOK, He NPEBHIMIAIONINNA TpeX pabodux JHEH ¢ MOMEHTa TaKoro
BEISIBIICHILS;

2) B choy4ae ecid 0OECHeYyuTh MPaBOMEPHOCTh OOpabOTKH TEPCOHANBHBIX JaHHBIX
HEBO3MOXKHO — YHHUYTOXKEHHE TaKUX MEPCOHATBHBIX HaHHBIX WX oOecrleueHHe WX YHHUYTOXKEHHS,
B CPOK, HE NPEBHINAIOIMUNA AecsaTd paboumx IHEH ¢ IaThl BEIABJICHUS HemnpaBoMepHOH oOpaboTku
NEPCOHANIBHBIX JAHHBIX;

3) yBemomiieHue cyObeKTa NEPCOHANBHBIX JAaHHBIX WM €ro npejactaBurens o0 ycTpaHeHUH
JOIMYLIEHHBIX HapyIIeHWH Wi 00 YHUUTOXEHHHM IEPCOHANBHBIX aHHBIX, & B Clyd4ae, €CIIH
obpamenue cyObekTa MEpPCOHANPHBIX [JaHHBIX WIM €ro MpeAcTaBuUTeNs Jubo  3ampoc
YTIOJITHOMOYEHHOTO OpraHa IO 3alldTe IpaB cy61>eKTOB NEePCOHATBHBIX JaHHBIX OBUTH HAaIpaBJICHEI
YIOJTHOMOYEHHEIM OPraHOM I10 3allUTe MpaB CyOBEKTOB NMEPCOHANBHBIX I[aHHI:IX TaKKe yKa3aHHOTO
oprasa;

4) B ciy4ae OTCYTCTBHS BO3MOXKHOCTH YHMUYTO)KEHHS NEPCOHAJIBHBIX JaHHBIX B TEYCHHE
YCTaHOBJIEHHOTO CpoKa, OpraHu3anus OCyIIECTBIIIET OIOKAPOBAHUE TAKUX IIEPCOHATBHBIX JaHHBIX
u obecnieynBaeT ux OnokupoBaHue (ecnu 00paboTka MEPCOHATBHBIX JAHHBEIX OCYIIECTBIISACTCS
JPYTHM JIMLIOM, JIEHCTBYIOIIMM IO TNopydeHuro OpraHu3alud) H O0ecreduBacT YHHUYTOXKEHHE
MIEPCOHATBHEIX JJAHHBIX B CPOK He OoNee yeM IIEecTh MECSIEB, €CId WHOM CPOK He YCTaHOBICH
benepanbHEIMU 3aKOHAMH;

5) yBenomieHue o GakTe YHHUITOKEHUS CyOBEKTa MEPCOHANBHEIX JaHHEIX ¥, B CIyd4ae eCiiu
YHUUYTOXKEHHE MPOU3BEEHO IO 3alpocy YMOJIHOMOYEHHOTO OpraHa, yKa3aHHOTO oOpraHa, Iocle
YHHUUTOKEHHS IEPCOHANIBHEIX JaHHEIX;

6) BOCCTAaHOBJIEHHE IEPCOHATBHBIX JaHHEBIX, Mozm(bHquOBaHme WA YHUYTOXKEHHBIX
BCJICZICTBHE HECAHKIIMOHMPOBAHHOTO JOCTYIIA K HUM;

7) unbopmMupoBaHUe (EnepalbHOIO OpraHa HCIONTHUTENBHOU BIACTH, YIOJIHOMOYEHHOTO
Bobmactu  ofecnedeHus  OE30MAaCHOCTH, O  KOMIBIOTEPHBIX  WHUMOEHTAX, IOBJIEKIIMX
HEIPaBOMEPHYIO mepeiady (IpeocTaBIeHre, paclipOCTPaHeH e, JOCTYIT) IEPCOHATBHBIX JaHHBIX;

8) yBenOMIIEHHE YIOJHOMOYEHHOIO OpraHa IO 3allUTe IpaB CyOBEKTOB MepCOHATBHBIX
JaHHBIX B CJIy4ae YCTAaHOBJICHHS OINEPATOPOM, YNOTHOMOYEHHEIM OpraHOM II0 3allWTe IIpaB
CyOBEKTOB NEPCOHAJBHBIX JaHHBIX WJIM WHBIM 3aWHTEPECOBAHHEIM JTHIOM (pakTa HempaBOMEPHOU
WM cly4aliHOH mepesfauy (MPefOCTaBICHUs, PACIIPOCTPaHEHUS, JOCTYMA) MEPCOHATIBHEIX JaHHEIX,
TIOBJIEKIIEH HapyIIeHHe ITpaB CyOBeKTOB IIEPCOHATBHEIX JaHHBIX:

- B TEYCHHUE ABAALATU UYETHIPEX YacOB O MPOU3OIIEANIEM HHIMICHTE, O IPearoIaraeMbIX
[pUYMHAX, NOBJIEKIIMX HapyIIeHUE NMpaB CyOBEKTOB NEPCOHANBHBIX AAHHBIX, W MPEANOIaracMoM



BpEJie, HAHECEHHOM NPaBaM CyOBEKTOB NMEPCOHANBHBIX JaHHBIX, O IPUHATEIX MEpax Mo yCTPaHEHHIO
MOCJIEICTBUM  COOTBETCTBYIOILETO HHIMAEHTa, a TaKXKe MPEAOCTaBHTh CBEICHHS O JIMIIE,
YIIOJTHOMOYEHHOM OIEPATOPOM Ha B3aMMOJEHCTBME C yIOJHOMOYEHHBIM OpPTaHOM IO 3alllUTE TpaB
CyO'BEKTOB NIEPCOHAIBHBIX JaHHBIX, TI0 BOMIPOCAM, CBSI3aHHBIM C BBISBICHHBIM HHIMIEHTOM;

- B TEYEHHE CEMHUIECATH JBYX 4YacOB O pe3yJbTaTax BHYTPEHHErO pacclieOBaHUs
BBEISIBJIEHHOTO HMHIUJEHTAa, a TakKe NPENOCTABUTH CBEICHHUS O JIMIAX, JCHCTBHS KOTOPBIX CTaJIH
MIPUYMHON BBIABIEHHOTO MHLIKACHTA (TP HAJIMYUH).

4. 3aK1H04YHTeIbHbIE TOJI0XKEeHHS

4.1. Hacrosmmue IIpaBuia BCTymaroT B CHJIy €O [JHS HMX YTBEPXKIOCHMUSA TUPEKTOPOM
Opranuzanuu.

4.2. B mnactosmue IIpaBuna MOTyT BHOCHTHCS H3MEHEHUS M [IONOJHEHHs, KOTOpEIE
YTBEPKAAIOTCS M BBOAATCS B ISHCTBUE NPUKa30M AupeKkTopa OpraHu3alyu.

4.3. B cmyuae ecnu oTAeNBHEIE HOPMBI HacTosmux IIpaBuin mpoTuBopedar AeHCTBYOLIEMY
3aKoHOMATeNbCTBY Poccuiickoit @enepauuy w/unu Ycrasy OpraHusaliid, OHH yTPauHWBalOT CHIY U
HPUMEHSIOTCSI COOTBETCTBYIOIIME HOPMEI 3aKOHOaTenbeTBa Poccuiickoit @eneparmu w/unu Ycrasa
Opranuzanuu. HeneicTBUTENBHOCTS OTHEIBHBIX HOpM Hacrosmux [lpaBus He  Bieder
HEJIeHCTBUTENBHOCTH APYTUX HOPM U [IpaBui B Lesom.
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