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1. O0mue MOJI0KEHHSA

1.1. Hacrosmue IlpaBuma pa3paOoTaHel B COOTBETCTBHM C IIOJIOKEHHAMHA @3
"O mepcoHATBHEIX NAHHBIX", OCTaHOBIeHMA IIpaButenscrea PP or 6 wmrons 2008 r. N 512
"OG yTBepKIECHAH TPeGOBaHUN K MaTepHATBHBIM HOCHTEISIM OHOMCTPHYECKHX MEPCOHAIBHBIX
JAHHBIX W TEXHOJOTHAM XpaHEHHs TakuX JaHHBIX BHE HHGOPMAIMOBHBIX CHCTEM
IepCOHANBHBIX NaHHEX', mocTaHOBNeHUs [Ipautenscrtea PO ot 15 centss6ps 2008 r. N 687
"O6 yrBepxkaeHuH [lonoxkeHHs 00 OCOOCHHOCTIX 00paboTKH TEepCOHANBHEIX JTaHHBIX,
OCyIIecTBIsIEMOH ~ 0€3  HCIOJB30BAHMA  CPENICTB aBTOMAaTH3aluu",  IOCTAHOBICHHS
IIpaButensctBa P® or 1 HOa6pa 20121, N 1119 "O6 yrBepX)neHHH TpeGoBaHUN K 3allUTe
[IepCOHATBHEIX JAHHBIX IpH MX 00paboTke B HH(DOPMAIMOHHBIX CHCTEMAX IEPCOHATBHBIX
JaHHBIX .

1.2. Hacrosimue ITpaBmia onpenersoT 0co6eHHOCTH 00paboTKY MePCOHATBHBIX NAaHHBIX
COTPYIHHKOB B HHQOPMAIMOHHBIX CHCTEMAaX NEPCOHANBHBIX JAHHBIX AHO JTIO «YueOHbIH
nentp IlepcnexTuBa-Muacey.

1.3. Be30macHOCTs MEPCOHANBHBIX JAHHBIX IPH HX 00paboTKe B HH(GOPMALHOHHBIX
CHCTeMax MEPCOHANBHBIX NAHHBIX (Hanee - WHGOPMAIMOHHBIE CHCTEMBI) OOECTICUMBAETCS C
[IOMOIIBEO CHCTEMBI 3aIIUTHI HEPCOHATBHEIX JAHHBIX, HEUTPATM3YIONIEH aKTyalbHbIe YTPO3BL.

1.4. Tlox aKTyalIbHBIMH Yrpo3aMH Ge30IaCHOCTH IIEPCOHANBHBIX JAHHBIX MOHUMACTCH
COBOKYIIHOCTH  ycioBu# ¥ (akTopoB,  CO3MAIOMMX  aKTyalbHYIO  OIACHOCTH
HeCAHKIHOHHPOBAHHOTO JOCTYIA K [IEPCOHAIBHEIM IAHHEIM (B TOM YHCIIC CIIyJaifHOTO NOCTYIIa,
B TOM WUHCJie KOMIIGIOTEPHBIE aTaKH U WHbIE KOMITBIOTEPHBIC HHIMIECHTHI) IPK UX 06paboTKe B
HHGOPMAITHOHHOM CHCTEME, PE3yNbTaToOM KOTOPOrO MOIYT CTaTh YHHYTOXCHHE, M3MCHCHHE,
GIIOKHpOBAHKE, KOMMPOBAHHE, IPEIOCTABICHNE, PACIPOCTPAHEHAE MEPCOHATBHBIX NaHHBIX, 4
TaKKe MHbIE HEIPABOMEPHBIE NEHCTBHS.

2. OcoGenHocTH 06paGoTKH NEPCOHATLHBIX JIaHHBLIX B HH(POPMANHOHHBIX CHCTEMAX

2.1. O6paboTKa MepCOHATBHBIX JaHHBIX B HHPOPMAIHOHHBIX CHCTEMAX OCYIICCTBIACTCA
[ociie 3aBepHieHHs paboT IO CO3JaHHIO CHCTEMbl 3alllUThl MEPCOHAIBHBIX JAHHBIX B
HHPOPMAIIMOHHON CHCTEME, €€ IIPOBEPKU U OICHKH COOTBETCTBHS HHOOPMAIMOHHON CHCTEMBI
IepPCOHANBHBIX AHHBIX TPeOOBAHHAM 6€30TIaCHOCTH HHPOPMAIHH. ‘

2.2. Be30macHOCTs MEPCOHATBHBIX JAHHBIX IPH MX 00paboTke B HHGOPMAIlMOHHOK
CHCTEMe OOECIedrBacT OIEpaTop OTOM CHCTEMBI, KOTOpBIH 00pabarTsiBacT IEPCOHANBHBIC
JaHHBe, WIA JIHIO, OCYIIECTBILIOIMEe 00paboTKy MEPCOHAIBHBIX NAHHBIX II0 MOPY9ICHHUIO
OIlepaTopa Ha OCHOBAHMH 3aKJIIOYaEMOr0 C 9THM JIHIOM J0r0BOpA.

2.3. Be3omacHOCTh MEPCOHANBHEIX J@HHBIX IIPH HX 06paboTke B HH(OOPMAIMOHHBIX
cucTeMax obecrmeumBaeTci C IIOMOINBIO CHCTEMBI 3AIUTBl IMIEPCOHAIBHBIX JaHHBIX,
BKITFOYAIOIIE} OpraHM3alHOHHbIe MePHl W CPEACTBA 3alMThl MH(popMamuu (B TOM HHCIE
G poBaIbHEIE (xkpuntorpaguIecKue) CpeAcTBa, CpencTBa MIPEeIOTBPAINECHHUS
HECAHKIHOHUPOBAHHOTO ~ [OCTYNa, YTEUKM HMHQOpManud IO TEXHHIECKHM KaHAIaM,
IIPOTrPAMMHO-TEXHUUECKAX BO3ACHCTBHI Ha TEXHWYECKUE CPENCTBA 0OPabOTKH NEPCOHANBHBIX
JQHHBIX), @ TAKXKE HCIOIb3yeMble B HHQOPMAIHOHHOH crcTeMe HH(OPMAHOHHEIS TEXHOIOTHH.

2.4. CocTaB 1 cofepKaHhe Mep II0 3amuTe HHGopManyui B “HPOPMAIHOHHBIX CHCTEMAaX
3aBHCAT OT YCTAHOBJIEHHOTO YPOBHS 3allIUIIEHHOCTH HHH)OPMAIIHOHHOH CHCTEMEL

2.5. VCTaHOBIEGHHE YpPOBHS 3alUINEHHOCTH (IIEPECMOTP YPOBHA 3aIMIIEHHOCTH)
HHQOPMAIHOHHON CHCTEMBI NMEPCOHATBHBIX NAHHBIX MPOBOIUTCS JIHMIOM, OTBETCTBEHHBIM 3a
opraum3amuio oopaborku [1/1H.

2.6. PaspemenyeM Ha 06pabOTKy [IepCOHATBHEIX TaHHBIX Ha 00BbEKTe HHPOPMALIHOHHOH
CHCTEMBI SIBIIETCS IPHKa3 PYKOBOAUTEII O BBOJIE YKa3aHHOTO 00BEKTa B IKCILTYaTaLHIO.

2.7. Be3omacHOCTh II€PCOHANBHBIX IAaHHBIX, 00pabaTBIBAEMEIX C HCIIOJIB30BAHUEM
CPEICTB aBTOMATHM3ALUH, JOCTUTAeTCA IMyTEM HCKIFOYCHHS HECAHKIMOHHPOBAHHOIO, B TOM
quCIIE CIYYalHOTO JOCTYIA K IEPCOHAIBHBIM JaHHBIM.

2.8. ITepcoHanbHbIC TaHHBIE MOTYT OBITH IIPEIOCTABIICHBI sl O3HAKOMJICHHU:

a) COTpyIHHKAM, TOMYIECHHBIM K 00pab0TKe MEPCOHAIBHBIX JAHHBIX C HCIIONB30BAHUEM



CPEICTB aBTOMAaTH3aIlNH, B YAaCTH, KacaroIehcs UX JOJKHOCTHEIX 0053aHHOCTEH];
~ 0) MHBIM JIUIIaM, B COOTBETCTBUH C 3aKOHOAATENECTBOM PO.

2.9. YmomHOMOYEHHBIMUM COTpYIHHKaMHU Ipud 00paboTke MNEpPCOHANBHBIX [AHHBIX B
HHPOPMAIMOHHBIX CHCTEMax IIEPCOHANBHBIX MaHHBIX JO/DKHa ObITh ofecredeHa WX
6€30I1acHOCTh C TIOMOIMBIO CHCTEMBI 3aIlUTHI, BKJIOYAIOMIEH OpraHU3alMOHHBIE MEpPHI U
CpeCcTBa 3amuTh HHGOPMAITHH, B TOM YHCIE MU POBAIbHEE (KpUITOrpahHIecKre) CpeacTBa.

2.10. OOMeH nepcOHAIBHBIMH MOAaHHBIMH IIpH KX 00paboTke B HHGOPMAIMOHHBIX
CHCTEMAaX OCYIIECTBIIETCA II0 KaHajaM CBS3M, 3alluTa KOTOPHIX OOECHeuMBAETCs ITyTEM
pealm3aldid OpraHU3allMOHHBIX MEP M IIyTeM IPHUMEHEHHUS IIPOTPAMMHBIX U TEXHHYECKUX
CpPEACTB.

2.11. TocTym mosib30BaTeNiel K MePCOHANBHBIM JaHHBIM B MH(GOPMAITMOHHBIX CHCTEMaX
[EPCOHANBHBIX MJaHHBIX paspeliacTcs I0cie 0043aTelbHOr0 IIPOXOXKAEHHS IIPOLEXyphl
uaeHTH()UKAIINY U ayTeHTH(QUKAIIH.

2.12. JInniamMu, OTBETCTBEHHBIMH 3a obecnedeHre 6e30acHOCTH IePCOHATIBHBIX JaHHBIX
pu uX 00paboTke B MHOOPMAITMOHHBIX CHCTEMaX, JOJKHO OBITH 00ecIiedeHo:

a) CcBOeBpeMeHHOe OOHapyxeHHe (HaKTOB HECAHKIMOHMPOBAHHOIO JOCTyHa K
[EPCOHATBHBIM JJAHHBIM U HEMEIJIEHHOE TOBEJCHHE 3TOH HHPOPMANUK 0 pyKOBOACTBA,;

6) HemomylmeHHWE BO3AEHCTBHS Ha TEXHWYECKHE CpEACTBA aBTOMATH3MPOBAHHOM
00paboTKyM TEepPCOHANBHBIX [NAaHHBIX, B pE3ylbTaTe KOTOPOr0 MOXKET OBITh HapyIIEHO WX
(bYHKIMOHUPOBAHUE;

B) BO3MOXKHOCTh HE3aMEUIMNTEIHHOTO BOCCTaHOBIEHUS IEPCOHAIBHBIX JAaHHBIX,
MOTIUGHUITMPOBAHHBIX UM YHUYTOKEHHBIX BCIIEACTBAE HECAaHKIIMOHUPOBAHHOIO IOCTYyTIa K HUM;

I') TIOCTOSHHBIH KOHTPOJb 32 OOECIIEYeHHEM YpPOBHS 3alUINEHHOCTH MEPCOHATBHBIX
JAHHBIX;

) 3HaHWe M CcOOMIOAEHHE YCIOBHH HCIIONB30BAHUSA CPEACTB 3allUTHl HMHGPOpPMALNH,
TIPEYCMOTPEHHBIX 3KCIUTyaTalMOHHON U TEXHUUECKON JOKyMEHTaIuel;

€) Yy4YeT MpPUMEHSIEMBIX CpPEACTB 3allUTHl HHGOPMAIMHM, OJKCIUIyaTAllMOHHOH W
TEXHUYECKON TOKYMEHTAIU K HUM, HOCUTEJIeH IEpCOHANbHBIX TaHHBIX;

K) Tpu OOHAPYXEHWM HapyIIeHUH IMOpsOKa IPEIOCTAaBICHUS MEPCOHATBHBIX JTaHHBIX
He3aMeIIMTEIbHOe IPHOCTAHOBIEHNE NIPEAOCTaBICHNS IEPCOHANIBHBIX TaHHBIX I10JIb30BaTEIIIM
HH(POPMAIIMOHHON CHCTEMBI 10 BBIIBIICHUS IIPHUMH HAPYIIEHUH U yCTPAHEHHS STUX [IPUIKH;

3) pa3OUpaTeNbCTBO U COCTABJIEHHE 3aKIIOUEHHM 10 (akTaM HECOOIIONMEHUs YCIIOBHi
XpaHEHHUs HOCHUTENIeH MEepCOHAIBHBIX NAHHBIX, MUCIOIB30BAHUS CPEJCTB 3alIUTHI HHMOPMAITHH,
KOTOpBIE MOTYT IIPHBECTH K HApPYIIEHWIO KOHGHICHIMATPHOCTH HEPCOHATBHBIX JaHHBIX HIIH
IPYTUM HapylIeHWsM, IPUBOAAINMM K CHIKEHHIO YPOBHS 3allUINEHHOCTH IEPCOHATBHBIX
JAHHBIX, pa3paboTKa U MPUHATHE MEP IO NPEIOTBPAIICHHIO BO3MOXKHBIX OTIACHBIX TOCIEACTBHMA
MOAOOHBIX HAPYIIEHUH.

2.13. B ciydae BBIABICHMS HapyIIeHUi mopsaka oOpabOTKH MepCOHANBHBIX JAHHBIX B
uapopmarmonneix  cucremax AHO IIO  «Yuebubri mnentp Ilepcmexrusa-Muacey
IIPUHUMAIOTCS MEPHI II0 yCTAHOBJICHUIO IPUYUH HAPYIIEHHH U MX YCTPAHEHHIO.



		2024-10-03T15:42:46+0500
	АНО ДПО "УЧЕБНЫЙ ЦЕНТР ПЕРСПЕКТИВА-МИАСС"




